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Abstract: False data injection attack is a new attack method for power system state estimation in
smart grid. That's a typical data integrity attack. FDIA avoids the existing bad data detection
mechanism by tampering with the estimated state of transmission network. In addition, the wrong
decision was made to the control center, which resulted in significant physical failure. It is very
important to study the efficient and executable fdias detection method for building a safe and stable
smart grid network physical system. For fdias, this paper focuses on those detection methods.
Through the analysis of the principle and current research status of FDI as at home and abroad, the
existing detection methods are compared and analyzed from the two perspectives of central
detection and decentralized detection. Most of the existing detection methods ignore the influence
of fdias on the physical characteristics of power system and the relationship between them. After
detecting fdias, in order to restore the system measurement and make the system return to normal, a
method of restoring the system in a short time is proposed. In order to solve this problem, the
detection method based on the voltage stability index of nodes and the two-level detection method
based on the matrix partition of zero space mapping are decentralized.

1. Introduction

With the development of modern communication, network, computing and control technology,
the application of information technology is expanding. As a combination of advanced information
technology and power technology, the new smart grid is an advanced measurement technology
based on the comprehensive high-speed two-way communication network using advanced
mechanical technology. In addition, advanced control methods and decision support system
technology as well as rules for further improvement of energy and power [1]. The information
network is closely coupled with the physical grid system, and interacts with each other to form a
typical network physical system. The system has been applied in smart grid, smart transmitter,
telemedicine, aerospace and other fields. The security of power system is divided into two levels:
physical security and information security. The former aims to maintain normal operation in case of
disturbance, while the latter is to protect communication network and computer system.

2. Smart Grid Security Overview

The safe and stable operation of electric power is the direct basis of national economy, which
directly affects the national economy and people's life. Since the reform and opening up, China's
economic structure has made great progress [2]. As the main project of national economic
construction, transmission network construction has been greatly changed and reformed. Smart grid
is a traditional grid. In order to understand the use of modern technologies such as unified
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technology and communication technology, the stability, security and reliability of the grid are high.
The demand of people in the conference, the demand of people in the new era, and the important
role of the state and the world's power industry in driving. The emergence of smart grid is of great
significance to the development of global power and is the leader of global power. As the world's
largest economy, the United States has the world's largest power industry. The U.S. government
plays an important role in power system security. It has long been included in reports issued by the
National Institute of standards and Technology (NIST). The logic structure and information security
elements of smart grid are analyzed in detail, and the information security protection strategy of
smart grid is formulated. Most of the information security related work, such as information
security project research, standard preparation, offensive training simulation, etc., have been formed
[3]. These standards provide a good guarantee for large grid reliability and important information
assets.

Table 1 Number of state variables and measurements in IEEE test system

Standard Test System Number of state variables Number of measurements
IEEE 14-bus 13 54
IEEE 30-bus 29 112
IEEE 118-bus 117 490

3. False Data Injection Attack

With the continuous improvement of automation and interconnection level of intelligent power
grid industry control system, the operation mode of power system is becoming more and more
complex [4]. An important part of energy management system (EMS) of modern power system is
the core module of online security analysis function of power system. The state estimation of power
system obtains the measurement data through SCADA system and performs the estimation process.
Measurement noise, remote error and communication noise often lead to incorrect state estimation
results. Early power system researchers, during the state estimation, acknowledged the existence
and threat of bad data, and realized the problem. Bad data usually produce huge standard
measurement residuals, and researchers are studying the corresponding processing methods [5].
Among them, objective function extreme value J (x), measurement mutation detection method,
weighted residual method and standard residual method are commonly used detection methods. The
common feature of these methods is to detect bad data first.

® Loan
@ Loaz

®)

Figure 1 Clustering results of IEEE 14 bus system nodes

4. Analysis of Attack Principle and Detection Method of False Data Injection
4.1 Energy Management System

The traditional power grid is based on one-way thinking of generation, transformation,
transformation, distribution and power consumption [6]. As the smart grid is built on a unified high-
speed two-way communication network, all aspects of operation information flows in two
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directions. In order to facilitate real-time data collection and timely release of control instructions.
Energy management system (EMS) is a comprehensive automation system for modern power
system.
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Figure 2 Clustering results of IEEE 30 bus system nodes
4.2 False Data Injection Attack Mode

Transmission system is a power network composed of power station, substation and transmission
line. The power that users use at any time must be equal to the power generated by generators.
Redundant transmission lines allow power generated by any power station in a widely distributed
grid to be undisturbed [7]. The distribution principle provided to each user is to minimize the
necessary operating costs.

4.3 Detection Method Based on Node Voltage Stability

Fdias causes grid defects by state estimation. Most of the existing detection methods consider the
physical characteristics of fdias grid and the impact on the relationship between them[8]. Effective
analysis of the physical characteristics of power grid is an effective way to improve the detection
and protection ability of fdias. By analyzing the physical characteristics of power system, the
voltage stability index (nvsi) of nodes is introduced, the relationship between FDI and nvsi is
established, and the vulnerability level of nodes under different levels of attack is determined. In
order to obtain the interdependence of different nodes, the cfpso optimization algorithm is based on
the improved k-means easy to be classified algorithm. For different classes of system nodes, in
order to be used, the detection method of vulnerability expression level in each class is to detect the
implementation of fdias which will be used first. The simulation experiment is installed in IEEE 14
bus, IEEE 30 bus, IEEE 118 bus and other three standard test systems. The proposed method
detects fdias and verifies its feasibility and effectiveness.

4.4 Introduction of Voltage Stability Index of Nodes

The concept of voltage stability index is not clear to power system operators [9]. Other scholars
have defined voltage stability: the ability to maintain acceptable voltage after normal activity or the
ability of all nodes after power system failure; after given initial operating conditions, the ability to
maintain acceptable voltage continuously, and voltage collapse is a series of events, such as causing
power failure in most areas of the system or voltage instability of low voltage. The node voltage
stability index (nvsi) in power system is the scale of critical stable operation point, and is one of the
important indexes of system stability. It is usually divided into two categories: status indicator and
margin indicator. It can reflect the real-time state of the system and prevent the occurrence of
voltage collapse. Voltage stability analysis usually includes static analysis and dynamic analysis.
Among them, the static analysis method has the ability of simple calculation and qualitative voltage
stability standard, so it becomes the main method to study voltage stability. The static grid voltage
stability calculation of transmission network needs to consider the influence of line charging
capacitor. One of the main advantages of nvsi is its simplicity and the accuracy of its modeling and
calculation. The calculation of VSI and nvsi only requires electrical measurement of the current
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system operation state, and the values can be obtained easily and quickly. The result is
straightforward and easy to understand. Therefore, regular and systematic staff, the index is the
weak link of the system, the online monitoring stability of the system, in order to prevent the timely
and effective processing of the system monitoring and prediction, and effectively prevent the
collision of the system, in order to help is regarded as the auxiliary analysis index[10]. According to
the nvsi value, the system staff can not only determine the cause of system instability, but also
determine the voltage collapse point when the system is close to the critical threshold. In fdias, the
system staff must be more sensitive to the node voltage stability to avoid the system affected by the
system instability.

5. Conclusion

Power system is a complex control system which combines physical system and information
system. As the main foundation of a country, its safe and stable operation is the key foundation for
the stable development of society and the rapid and healthy development of national economy. In
the smart grid, there are great security risks in the power system. For example, an attacker may hide
behind the attack conditions and wait for a better time to cause a fatal attack on the power system.
In this paper, the research focus of the pseudo data injection attack in the power system, the
research progress of the pseudo data injection attack in the power system, and the analysis of the
principle of EMS and fdias and the influence of the power system. From the perspective of the
system staff, the research on the detection method of the false data injection attack first, the security
risk of the smart grid, the importance of the security of the smart grid, emphasized. This paper
introduces the research status and trend analysis of fdias data integration attack on state estimation
data of smart grid power system. This paper introduces the principle of false data injection attack
and its influence on system state estimation. This paper summarizes the research situation of false
data injection attack detection method from two points of view. Almost all the existing researches
ignore the impact of attacks on the physical characteristics of the system.
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